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ABSTRACT:  

In the modern era, the integrity and safety of secure environments have become critically important. To address these 

challenges, an AI-powered UAV-patrolling drone system for real-time unauthorized person detection has been proposed. 

This drone executes pre-determined flight paths, strategically covering surveillance gaps left by static CCTV cameras or 

human guards. The system integrates multiple state-of-the-art technologies, incorporating advanced facial recognition 

using Dlib-HOG, CNN, VGG-Face, Google FaceNet, and OpenFace, along with comprehensive facial analysis providing 

real-time analysis of race, age, gender, and facial expressions. This technology is especially valuable for securing large 

venues, critical infrastructure, and high-profile events where unauthorized access poses significant risks. The system's 

hybrid architecture allows for optimal performance across different lighting conditions, angles, and crowd densities, set-

ting a new standard for intelligent surveillance systems. 

 

Keywords: Drone surveillance, Unconstrained Environment, Un-authorized Person Detection, Surveillance Videos, 

Face Recognition, Facial expression Analysis & Prediction. 

I. INTRODUCTION 

This article investigates the integration of face recognition technology with unmanned aerial vehicles (UAVs) for 

various applications [1-5]. The main aim is to equip drones with the ability to identify individuals on the ground for 

applications like surveillance, patrolling, and remote monitoring. Advanced face recognition relies on deep learning, 

systems encouraged by the functionality of the human brain, and strives to emulate human-like intelligence through 

artificial systems [6-8]. Deep learning contains convolutional neural networks (CNNs) and generative neural net-

works. Among these, convolutional neural networks have proven highly effective in addressing computer vision chal-

lenges and are extensively utilized in face recognition tasks [9-10].  

During public events, such as concerts and large gatherings, there have been numerous cases of unauthorized person 

entry violations that are difficult to detect manually by a security guard or a random CCTV camera because their field 

of view is too limited. It is essential to develop AI-driven autonomous drones alongside diverse cutting-edge face 

recognition and expression analysis models, depending upon the situation, in order to increase accuracy, especially 

when distance and resolution are key parameters [11-15].  
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1.1 Comments on the Literature Review 

To create the proposed system, the literature review discusses relevant previous studies to express a particular area of 

research. For this purpose, the articles cited above were considered for implementing and constructing the required 

system. The existing study integrated a Dlib-HOG, CNN, VGG-Face, Google FaceNet, and OpenFace model to detect 

race, age, gender, and facial expressions accurately. Face recognition using drones equipped with high-resolution 

cameras for face recognition has been documented in existing literature (Table 1). However, the main objective of our 

artical is to detect any un-authorized person in our desired envionent and provide face recognition, facial analysis & 

expression predictions of that Un-Authorized Person’s face with an accuracy up to 99.85% on high resolution and at 

least up to 60% on low resolution using a hybrid model, which is useful for security guards and security teams by 

leveraging UAV-patrolling drones paired with intelligent cameras [16-21]. The existing systems' comparative analysis 

is performed in the following Table 1. 

Table 1: Review of Existing Research Literature 

Sr. 

No. 
Research Article Year  Methodology 

Drone Sur-

veillance 

1 Open Source Face Recognition  2022 
Hybrid Framework Re-

view 
No 

2 Real-Time Face Detection and Face Recognition  2022 OpenCV & Python No 

3 Drone-Based Face Recognition Using Deep Learning 2021 VGG16 Yes 

4 Convolutional neural networks for image classification 2020 CNN No 

5 Emotion Recognition Using Image Processing 2020 
GAN (Generative Adver-

sarial Network) 
No 

 

II. MATERIALS AND METHODS 

2.1 Convolution Operation 

Figure 1 shows a 2D image of f and g. The convolutional operation can be defined as: 

 

                (𝑓 ∗ 𝑔)(𝑥, 𝑦) = ∑ ∑ 𝑔(𝑖, 𝑗). 𝑓(𝑥 + 𝑖, 𝑦 + 𝑗)𝑘
𝑗=−𝑘

𝑘
𝑖=−𝑘                                            (1) 

 

Where 𝑓(𝑥, 𝑦) is inpuimage, 𝑔(𝑖, 𝑗) is the filter, and k is the size of the filter 
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Figure 1: The sigmoid model represented with neural network terminology as a shallow neural network. 

Mathematical modelling is essential in Convolutional Neural Networks as they present non linear functions, allowing 

the setup to detect difficult arrangements inside the data available.The Convolutional Neural Networks helping the 

network develop more expressive representations. Without activation functions, the network would be restricted to 

linear transformations, significantly limiting its ability to model complex relationships within the data [22-26]. 

 
𝜎𝑠𝑖𝑔(𝑧) =

1

1 + 𝑒−𝑧
 

                        

(2) 

Where x is input vector and b0 is bias term 

 

2.2 ReLU Activation Function 

 𝑅𝑒𝐿𝑈(𝑧) = 𝑚𝑎𝑥(0, 𝑧)                        (3) 

2.3 Pooling Operation 

 𝑃(𝑥, 𝑦) = 𝑚𝑎𝑥(𝑖,𝑗)𝜖𝑅𝑓(𝑥 + 𝑖, 𝑦 + 𝑗) 

                        

(4) 

2.4 Fully Connected Layer 

It is described as  

 𝑧 = 𝑏0 + ∑ 𝑤𝑖𝑥𝑖
𝑝
𝑖=1                         (5) 

 

 

2.5 Convolutional layer of a Convolutional Neural Network 

The convolutional relation between the Input and Filter provides an output. [28]: 
𝜕𝐿

𝜕𝐹
= 𝐶𝑜𝑛𝑣𝑜𝑙𝑢𝑡𝑖𝑜𝑛(𝐼𝑛𝑝𝑢𝑡 𝑋, 𝐿𝑜𝑠𝑠 𝑔𝑟𝑎𝑑𝑖𝑒𝑛𝑡 

𝜕𝐿

𝜕𝑂
) 

 

 𝜕𝐿

𝜕𝐹
=  

𝜕𝐿

𝜕𝑂
∗

𝜕𝑂

𝜕𝐹
 

                        

(6) 

For every element of 𝑥𝑖 

 

 𝜕𝐿/𝜕𝑥𝑖 = ∑ 𝜕𝐿/𝜕𝑂𝑗 ∗ 𝜕𝑂𝑗/𝜕𝑥𝑖
𝑚
𝑗=1                         (7) 

 

 

Where 
𝜕𝐿

𝜕𝐹
 is gradient to updated filter F, 

𝜕𝐿

𝜕𝑂
 is loss gradient from earlier layer and 

𝜕𝑂

𝜕𝐹
 is local gradients, O and F are 

matrices 

 

2.6 F1-score 

 
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =

𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

                        

(8) 

 
𝑅𝑒𝑐𝑎𝑙𝑙 =

𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

                        

(9) 

Where 

This system includes True positive and false positive and true negative and false negative values. 

 

The F1-score, which is a harmonic mean of precision and recall, can be calculated [29, 30]:  

 

 
𝐹1 = 2 ×

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 

                     

(10) 

 



 
 
 
Khurram Iqbal et al,  

106 
 

III. RESULTS AND DISCUSSION 

Face recognition using drone cameras has been reported by researchers in the literature [1-3, 26, 27], but this project 

implements a real-time Detection of Unauthorized Persons using a Face Recognition Hybrid Model, which allows 

you to switch between the various face recognition models. In real-time systems, computational time is a very big 

parameter, and it affects the efficiency of the system, especially where distance and resolution are important. The 

user can select from up to 10 state-of-the-art Face Recognition Frameworks on a UAV-Autonomous Drone surveil-

lance to detect Unauthorized Persons with high accuracy, from 99.85%. As shown in Figures 2,3, and 4. 

3.1.1 Face Recognition Framework 

 

Figure 2:  Loading image in Face-Recognition, Source: face-recognition documentation [28] 

 

 

Figure 3: Face Landmarks Detection, Source: face-recognition documentation [28] 
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Figure 4: Face Recognition Method, Source: face-recognition documentation 

 

3.1.2 Speeding Up the Recognition 

Face recognition can be performed efficiently by utilizing multiple CPU cores on a computer. For instance, if your 

computer has 4 CPU cores, the processing speed can be increased by a factor of 4 by utilizing all the cores simulta-

neously (Figure 5). If you are utilizing Python version 3.4 or above, you can specify the number of cores to be used 

by passing the ‘–cpus’ parameter. 

 
Figure 5: Speeding Up the Recognition 

3.1.3 DeepFace Hybrid Framework 

Figures 6-8 show the DeepFace framework, facial attributes analysis, and framework accuracy analysis, respec-

tively. 

 

Figure 6: DeepFace framework 

 

 

 

Figure 7:  Facial Attributes Analysis, Source: Deep Face Documentation 
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Figure 8: Frameworks Accuracy Analysis 

 
Start Surveillance System: This button will open the Surveillance window, to connect the drone 

and start surveillance, “Exit Program”, to exit the application (Figure 9): 

 

Figure 9: Surveillance System Window 

 
Press the “Connect Drone” Button to connect the drone with the Surveillance System, but before that Tello Drone 

must be on and connected with Wifi on the Workstation. The “Start Surveillance” button will let the drone take 

off and fly through the predefined path given. 
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Figure 10:  Surveillance Output 

Press “Open Camera” to initialize the camera/webcam to take a picture of the authorized person (Figure 10). The 

“Capture Image” button will take a picture. “Register This Person” Button will take the picture of this authorized 

person and take out the face encodings that which will store the face encodings in a List and dump it into the database. 

For Guidance, a Text Box is given that guides step by step on what to do. Face Analysis Output is shown in Figure 

11. 

 

 
Figure 11:  Face Analysis Output 

3.2 Application Testing 

The tables below show the application testing cases (Table 2-9) 

Table 2: Test Case 1 

Pre-Conditions Checking the application execution 

Actions Run the application after installing all the dependencies 

Result Passed 

On Failure 
The program will not execute/launch or crash after stat-

ing 

Prepared &Tested By Adnan Chohan 
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Table 3: Test Case 2 

Pre-Conditions Checking the working of the Buttons of the Main Page 

Actions Run the application, press all the buttons 

Result Passed 

On Failure 
The program will crash, or the buttons will not be func-

tional 

Prepared &Tested By Adnan Chohan 

 

Table 4: Test Case 3 

Pre-Conditions Checking all the Windows to see if popping up or not 

Actions 
Run the application, press the button of the required 

window to open. 

Result Passed 

On Failure 
The program will crash, or the buttons will not be func-

tional, and the window will open but not be functional 

Prepared &Tested By Saad Bin Ehtisham 

 

Table 5: Test Case 4 

 Pre-Conditions Checking Drone Connectivity with the application 

Actions 
Run the application, press the "Connect Drone" button, 

and check the connectivity status 

Result Passed 

On Failure 
The program will crash, or the buttons will not be func-

tional, and the Drone will not get connected  

Prepared &Tested By  Saad Bin Ehtisham 

 

Table 6: Test Case 5 

Pre-Conditions   Checking the Face Analysis Function 

Actions 
Run the application, open the face analysis window 
from the Surveillance window, and run the analysis 

Result Passed 

On Failure 

The program will crash, or the buttons are not func-

tional, and analysis will not run, and any execution er-
ror 

Prepared  &Tested By Saad Bin Ehtisham 
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Table 7: Test Case 6 

 Pre-Conditions    Checking the Person Registration  

 Actions 
Run the application, open the Register Person Window, 
and start registering the persons by capturing Images 

 Result Passed 

On Failure 

The program will crash, or buttons are not functional 

and pictures are not getting captured, and Person regis-
tration is failing 

Prepared   &Tested By  Saad Bin Ehtisham 

 

Table 8: Test Case 7 

Pre-Conditions Checking Drone Save Take off and Landing 

Actions 
Run the application, start Drone Surveillance to take 
off the drone, and check if it is landing safely after pa-

trolling  

Result Passed 

On Failure 
The program will crash Drone will not take off or land, 
or crash somewhere 

Prepared & Tested By  Saad Bin Ehtisham 

 

Table 9: Test Case 8 

Pre-Conditions 
Checking the Recordings and Unknown Faces Captur-

ing 

Actions 
Run the application, start Drone Surveillance to take 
off the drone, and recording will auto start and will cap-

ture unknown faces if detected 

Result Passed 

On Failure 

The program will crash Drone will not take off or did 

not land, or will crash somewhere, or the recording will 

not start or will not recognize faces 

Prepared &Tested By Saad Bin Ehtisham 

 

IV. CONCLUSION  

In summary, the current research offers a solid and ingenious approach for bolstering security in immense areas by 

deploying a drone with a camera for spontaneous monitoring. To overcome the drawbacks of conventional surveil-

lance techniques like stationary CCTV cameras and human patrols, the system enhances facial identification and anal-

ysis by combining deep learning and convolutional neural networks (CNNs) with a hybrid model. To make it possible 

to guarantee a more adaptive and all-encompassing security solution, the unmanned aerial vehicle's ability to patrol 

predefined routes across under-monitored regions and its comprehensive facial analysis capabilities, which incorpo-

rate features like age, gender, race, and expressions, are coupled. This system makes use of state-of-the-art artificial 

neural network (ANN) approaches to simulate human cognitive procedures by using models such as Dlib-HOG CNN, 

Google FaceNet, VGG-Face, OpenFace, Facebook DeepFace, DeepID, ArcFace, and SFace for recognition and the 

DeepFace module for evaluation of facial features. Through this study, we show whether a hybrid system of this kind 

might revolutionize video surveillance by providing a dependable, adaptable, and versatile way to successfully satisfy 

today's exigencies for safety. 
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