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Abstract:

Appropriate and precise diagnosis of brain diseases is crucial, as many forms of Alzheimer’s disease display similar indi-
cations in their initial stages. Most automatic detection or classification systems based on deep learning present confiden-
tiality concerns due to their use of integrated computing and local storage data requirements for training. The goal of this
paper is to defend sensitive patient data by proposing a deep learning algorithm that utilizes Federated learning techniques
in an loT-based edge computing framework. It is demonstrated that the confidentiality of patient data can be maintained
while preserving accuracy and efficiency. This method provides a secure edge data protection model that eliminates the
requirement for centralized storage. This paper discusses the strategy and implementation of the federated structure, tak-
ing into account the number of devices in the network, memory, and processing capabilities. The success and accuracy of
the proposed algorithm, which comes to 98.6%, are also established with empirically defined metrics such as accuracy
and defined thresholds.
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I. INTRODUCTION

Transfer learning [1] leverages prior knowledge to address new, related challenges more effectively, using data from
adjacent fields. Computational intelligence has enhanced this process through network-based, Bayes, fuzzy, and in-
telligence-based transfer learning [2].

Classification of Alzheimer's with a focus on protecting privacy and managing data heterogeneity amongst institutions.
One noteworthy study tackles the issues of unbalanced medical datasets and patient privacy by combining conditional
generative adversarial networks (cGANSs) with split federated learning (SFL). While cGANs create synthetic samples
to enhance classification performance on minority classes, this method allows decentralized agents to cooperatively
train models without sharing raw data. The system demonstrated the viability of federated learning frameworks in
practical medical scenarios while maintaining privacy by achieving an accuracy of roughly 83.54 percent on Alzhei-
mer's classification tasks [3]

Alzheimer's is a neurodegenerative disorder that damages brain cells and impairs brain function, changing memory
and making life unstable for people [4]. The two primary factors thought to contribute to the pathophysiology of AD
are the over-production of amyloid-B (AB) and the hyperphosphorylation of aberrant proteins. Cell death and compro-
mised memory and learning result from the accumulation of tau neurofibrillary entanglements and A -plaques, which
also change nucleo-cellular cytoplasmic transfer between neurons [5]. It is impossible to overestimate the importance
of accurate and timely disease identification and detection. Economic growth, the development of IT, and the intro-
duction of clinical information processing technologies have made this necessary. Early detection plays a critical role
in this process and is not only a medical necessity but also a social concern.

In Figure 1, the complex framework used in this study is demonstrated by the illustrations of the integrated IoT key
enabling technologies. Cloud computing is essential to this framework because it uses shared computing resources to
aggregate models and produce a comprehensive universal model.
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Figure 1. IoT Essential Supporting Technologies.

II. LITERATURE REVIEW

Alzheimer's disease (AD) causes significant cognitive impairment and functional deterioration in sufferers, although
the specific etiology is unclear. Early detection of Alzheimer's disease is critical to enabling prompt therapies that can
reduce its development. This study addresses the complexity and unpredictability of Alzheimer's disease using a
multimodal approach that includes medical imaging and demographic data. Accurate diagnosis requires local storage
for data training and involves centralized computing and federated learning [6]. The majority of current automated
classification techniques that use machine learning or deep learning raise privacy concerns. Alzheimer's disease [7] is
a dangerous condition that is common in human societies and, regrettably, is becoming more common every day. The
number of patients is increasing, but there are fewer physical doctors available, and their schedules are full. The field
of AD digital healthcare is extremely complex and uses a variety of technologies, such as deep learning algorithms,
cloud computing, and fog computing. Nevertheless, the high computational time required for AD detection procedures
has presented difficulties for the deployment of these fog, cloud, and deep learning technologies [8].

In a study author established a hardware acceleration framework for an FL. model to expedite both training and testing
phases. The hardware-accelerator was constructed with an Altera 10 GX FPGA and programmed in VHDL. Experi-
mental results demonstrate that the proposed techniques provide a marked improvement over other algorithms con-
sidered ‘best-in-class’ for training time while achieving 89% accuracy and 87% sensitivity for the early discovery of
Alzheimer’s [9]. Another suggested method makes use of two crucial tactics: boosting computation per client in the
interim between rounds and boosting parallelism by using more clients in every communication round. Additionally,
the effects of extreme quantity distribution skew are investigated. The effectiveness of each of these configurations is
assessed using a convolutional neural network [10].

Building strong models for medical data has been thought to be possible with data-driven deep learning, which fre-
quently needs a lot of different data to be effective. However, the current medical datasets are dispersed and small in
size due to the high cost of collection and privacy restrictions. A data-private collaborative learning method called FL
via model extraction allows the model to use all available data without direct sharing. The multi-site average prediction
scores on the public dataset are used to distill the data knowledge and share it. However, because of the data domain
shift in MRI data brought on by acquisition protocols, recruitment criteria, etc., the average consensus is not optimal
for each client. In this study, the Author suggests federated conditional mutual learning (FedCM) to enhance perfor-
mance by considering both client similarity and local performance [11].

In [12] author proposed a CNN that receives pre-processed MRI images and creates a prediction file. After that, this
prediction file is distributed to clients for local training along with demographic information. Training data is inte-
grated using a belief rule base (BRB), multiple data sources into a singular diagnostic model. Even though a wealth
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of data is available in medical facilities, the open-sourcing of such information is restricted due to laws focused on
protecting sensitive patient data. As such, Federated Learning (FL) offers the perfect solution because it avoids these
issues. To test the model, the author first deployed it using the centralized training approach to test the two aggregation
frameworks they propose, FedAvg and Secure-Arpeggiation. Through the simulation of heterogeneous environments,
they analyze the impacts of demographic disparities (age, gender, diagnosis) and unbalanced data distribution on
Federated learning models. The ability to simulate heterogeneous environments makes it easy to examine the differ-
ences in statistical data and ML models trained with FL, illustrating the need to explore these factors when developing
ML models for AD detection [13].

Another study uses federated learning on T1-weighted MRI data to classify AD while maintaining privacy. It suggests
ways to reduce communication overhead by increasing local computation and involving more clients per communi-
cation round in order to increase parallelism. The method was evaluated using a range of data distributions, including
skewed and non-identical datasets that reflected the heterogeneity of the real world. With a maximum accuracy of
84.75%, precision, and recall of about 85%, the federated learning model demonstrated that federated learning can
manage diverse medical datasets with high classification performance [10].

In [14] author proposed the LeNet5 model with Adam and SGD optimizers to study cross-silo federated learning for
brain disease classification, including Alzheimer's disease detection. According to this study, moderate or better per-
formance requires at least 20% client participation, highlighting the difficulties associated with client participation
rates in federated settings. For the classification of Alzheimer's disease, the model's average accuracy, precision, recall,
and F1 score came to roughly 95%. This shows that federated learning can outperform centralized models while
maintaining data privacy across several institutions.

III. METHODOLOGIES AND TECHNIQUES

The proposed system is built around three main components that work together as part of a federated framework: the
shared federated learning system, the edge devices that we have taken, and the central federated server. The goal of
the approach is to improve data confidentiality and security by addressing the limitations of traditional, centralized
classification models and replacing them with a more secure, decentralized solution. This work provides a thorough
assessment of the efficacy of the proposed FL algorithm called Inception v3 when combined with edge computing.
The classification accuracy of several centralized classification algorithms is compared to that of the suggested feder-
ated method. The suggested technique aims to accurately identify the tumor while also preserving patient data

Accurate image categorization requires an extensive amount of data, especially when it comes to contrast and color
deviations and contrast. The Model Architectural Flow employed a 70/15/15 data split, which included training, vali-
dation, and testing. Model contains 05 nodes for communicating edge IOT devices

A. Training Dataset Refinement: Augmentation and Selection
Data augmentation can be used to improve/refine the dataset for better results. In order to enable more efficient model
training, Image augmentation can enhance visual quality or expand the dataset [15]. Pre-processing algorithms must
be applied to the acquired dataset if it is not suitable for training; this creates a more complete dataset with extra
features that could make the training process easier. The Alzheimer dataset, which was used in this study, is accessible
on Kaggle [18]. Figure 2 provides an instance of a range of image types. The Alzheimer dataset also includes four
classes, e.g., dementia: mild, moderate, non-demented, and very mild.

Data augmentation is carried out using the pipeline TensorFlow’s Keras API. It generates a sequential model named
'data_augmentation' with two layers. The first layer, 'RandomFlip', is set up to conduct horizontal flipping on incoming
visuals using a predetermined seed value of 42 to assure consistency. The second layer, 'RandomRotation', rotates
images randomly within a 10% range (i.e., £10% of 360 degrees), while maintaining deterministic behavior with the
same seed. This augmentation process may be used to train pictures, increasing data variety while ensuring consistent
results across runs.

The extremely high accuracy (98.6%) may indicate that the model is learning effectively on previously unseen data,
particularly during validation. This risk rises if the dataset is short, uneven, or lacks sufficient validation. Without
strong cross-validation or regularization, the quoted performance may be deceptive.
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Figure. 2. Dataset InceptionV3

InceptionV3 is the base model chosen for the suggested Federated Learning scenario, as shown in Figure 3. It is a pre-
trained CNN classifier with deep learning that was created especially for image classification. It is extensively used
for a wide range of computer vision-related tasks.
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Figure 3. InceptionV3 Model [17]

Several convolutional layers make up InceptionV3, which aids in feature extraction from input images. It requires 299
x 299 pixel images with three RGB color channels. The network is prepared to learn more intricate patterns in the
deeper layers by using various filters in the early layers to identify fundamental features like edges. To capture a range
of feature details, each Inception module uses convolutions with varying kernel sizes, such as 1x1, 3x3, and 5x5. To
increase the network's efficiency, the output from these convolutions is then either concatenated or shrunk in size.

B. Secure Aggregation and Federated Averaging Implementation.

Fast responses in real-time mobile computing applications, particularly those running over low-latency networks, are
supported by the suggested framework. Every network edge device has a camera or image sensor that can take pictures
in real time and classify them. They can train models directly on the data they gather because these devices also serve
as local training nodes. The edge devices start training on their datasets after the base model is deployed to them,
modifying it to better capture the distinctive Image structures of their respective environments. Inception v3 model
training is carried out locally to account for the hardware variations among edge devices, such as storage and pro-
cessing power. Following training, the modified model weights are transmitted back to a central federated server,
where they are integrated to enhance the global model's overall performance.
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Equation 1 illustrates the cross-entropy loss function, where (yi) is the true label (0,1) for input xi, f ¢ ( xi) is the
predicted probability of the positive class for input xi, N is the total number of training samples, and ¢ stands for the
base model parameters.

This function is usually calculated using the forward propagation process through the various neural network layers
provided in equation (02). With the help of the activation function, predetermined weights, and biases, each layer of
the network transforms the input data. Each layer's output is produced by running it through the activation function
while adding up all of the input data that has gone through the function. This iteration process keeps going until the
network reaches the last layer that produces the intended output.

Lep(@) = — 3 I i log (o (x)) + (1 -y log (1 — £, (x))) (1)

foXi = fL(fi-1C f1(xi; @1) 5 @1-1); @1) (02)

This paper presents a comprehensive evaluation of the efficacy of the proposed FL algorithm in conjunction with edge
computing. The classification accuracy of various centralized classification algorithms is contrasted with that of the
proposed federated approach. Accurately identifying tumors and safely protecting patient data are the two objectives
of the proposed approach. In this case, the federated algorithm's use is warranted since it makes decentralized training
possible, a feature that is essential for maintaining patient privacy. The scalability of the federated approach may
become problematic and may lead to latency or communication delays if there are substantially more nodes than
intended. As the number of edge nodes increases, the network must be able to accommodate them and assess if they
work well with different network configurations.

Assessing the FL algorithm's capability to produce a globally effective model while taking into account its efficiency
and speed of convergence was a crucial component of this study. TensorFlow and other tools for orchestration and
model creation are used in the Python framework itself. We have used the Kaggle [ 18] dataset, which covers a different
range of photos depicting 04 distinct Brain conditions. In order to guarantee that every image had a uniform format
across the network's edge devices, preprocessing was essential to the deep learning workflow. In order to make the
dataset cleaner and more consistent for model training, this step helped standardize image resolution and eliminate
any undesired artifacts.

Figure 4 shows the accuracy trajectory of the Global model. Figure 4 (left) offers a thorough representation of the
federated learning procedure over several historical periods. The training epochs are plotted along the x-axis, and
accuracy metrics are displayed on the y-axis. The model's loops and accuracy graph on the training process is vividly
displayed by the training accuracy curve, which also shows a steady improvement trend throughout subsequent epochs.
In addition, the validation accuracy curve confirms the model's strong performance across a range of input images by
demonstrating its capacity to generalize to fresh validation data. The global model's loss patterns across all FL loops
and cycles are depicted in Figure 4 (right). At the same time, the validation loss curve is an essential tool for tracking
how well the model performs on validation data and efficiently identifying any possible over-fitting or under-fitting
problems. A successful model training process that balances model complexity and generalization ability is indicated
by the convergence of the loss curves. The model's promising potential is highlighted by the reported accuracy of
98.6% in 14 epochs. In order to tackle these factors, our research incorporates a heterogeneous dataset and prioritizes
thorough testing under a range of circumstances to improve the model's resilience and suitability. Whereas, Figure 5
contains the accuracy and loss of each of the 4 node that took part in the training procedure.
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Figure 4. (Left) Global Model Accuracy; (Right) Global Model Loss
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Figure 5. Individual Nodes' Accuracy and Loss Curves

Figure 05 depicts training and validation accuracy and loss trends across 15 epochs for four distinct federated learning
nodes. Node 1 exhibits a constant improvement in both training and validation accuracy, reaching around 76%, with
a steady decrease in loss, suggesting good convergence. Node 2 achieves a lower accuracy plateau of roughly 62%
with minimal over-fitting as the training and validation curves remain close; the loss rapidly decreases and stabilizes.
Node 3 shows quick early improvement, attaining approximately 80% accuracy with occasional variations and a sig-
nificant initial loss reduction, indicating strong generalization. Node 4 outperforms the others, reaching over 90%
accuracy with extremely precise training and validation curves and little loss at epoch 4, indicating a robust model fit
with no evident overfitting. Overall, all nodes display successful training behavior, but performance varies, most likely
because of data heterogeneity across nodes.
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IV. CONCLUSION AND RECOMMENDATIONS

We have presented a framework designed to precisely classify Alzheimer’s disorder while protecting patient privacy.
The approach integrates FL with other IoT support devices. This framework not only ensures the security of sensitive
patient data but also delivers fast and reliable classification results. Unlike traditional centralized systems, which col-
lect data on a central server for training, this framework uses a decentralized approach where training occurs directly
on edge devices within the network. After thorough testing, the suggested algorithm succeeded in scoring an impres-
sive accuracy of 98.6%, outperforming several centralized learning models. FL in this setup taps into the collective
intelligence of all participating edge devices, each working with its local dataset. These devices send their trained
model updates to a central federated server, where the results are merged to continually improve the global model
with each iteration.
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